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Glenn is an expert in IT security and IT cyber risk.  He was the founder of eSupport.com, now 

part of a major technology group, Phoenix Inc. and has developed several web enabled 

applications (DriverMagic), cloud solutions and bespoke technologies; including anti-hacking 

products such as HijackthisPro and KillBoxPro.   

 

He has over 10 years experience in IT audit gained at HSBC, Trinkhaus Private Bank, Reckitt 

Benckiser and The Co-operative Bank amongst others.  Glenn has operated at senior levels 

such as Head of Information Security and Head of IT Audit for major 'Blue Chip' companies 

and was the lead IT security architect for the security around the 'web based ' portal that 

processes the UK Government's Regulatory Investigative Powers Requests (RIPA) for 

Surveillance and Intercepts. 
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Behind the Buzz 

 

Review the terms 
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• Cyber Espionage  

This is the act of stealing secrets from one company or individual via the Internet with the intent on 

using them for personal, or more often, political or military, gain. Often this term is used when 

individuals or groups representing a country or organization infiltrate an “enemy’s” network. 

Countries like China and Russia and groups like the Syrian Electronic Army are often accused of 

Cyber Espionage.  This buzzword shouldn’t be confused with cyber-warfare, which consists of 

different types of threats, including cyber espionage, conducted specifically by nation states. 

 

• APT  

An advanced persistent threat (APT) is a set of stealthy and continuous computer hacking 

processes, often orchestrated by human(s) targeting a specific entity. APT usually targets 

organizations and/or nations for business or political motives. APT processes require a high degree 

of covertness over a long period of time. 

 

• Big data 

Big data is a broad term for data sets so large or complex that traditional data processing 

applications are inadequate. Challenges include analysis, capture, data curation, search, sharing, 

storage, transfer, visualization, and information privacy. 
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• SIEM 

Security Information and Event Manager (SIEM) is an application used to store key logs and 

security events for further analysis 

 

• Threat intelligence 

Intelligence normally purchased from specific intelligence gathering agencies such as 

SecureWorks on new threats that are emerging 

 

• DDOS 

DDoS is a type of DOS attack where multiple compromised systems, which are often infected with 

a Trojan, are used to target a single system causing a Denial of Service (DoS) attack.  This is a 

common attack used to prevent companies from operating.  
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• Phishing 

Phishing is one of the oldest forms of malicious social engineering, but it remains one of the most 

effective because spammers do a good job at luring users to click on malicious links or open 

malware-laden attachments. It is a specific form of social engineering used to gather personally 

identifiable information. Phishing emails appear to come from a trusted source, such as a friend or 

a well-known business. Over time, phishing has evolved to include spear phishing (targeted 

attempts highly personalized for a specific target) and whaling (phishing scams that target high-

profile users and decision makers). 

 

• Ransomware  

This is malware, but a very specific type of malware that requires some sort of ransom payment to 

either remove the malware or to retrieve files that had been encrypted by the malware. 

Ransomware has been around for a long time, but it made news this year when Cryptolocker 

encrypted files and then demanded payment in Bitcoin. 

 

• Malware 

Is an umbrella term used to refer to a variety of forms of hostile or intrusive software, including 

computer viruses, worms, trojan horses, ransomware, spyware, adware, scareware, and other 

malicious programs. It can take the form of executable code, scripts, active content, and other 

software 
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Cyber Cases 
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Cyber cases 

 

Target 

 

In late November to early December 2013, Target Corporation announced that data from 

around 40 million credit and debit cards was stolen. It is the second largest credit and debit 

card breach after the TJX Companies data breach where almost 46 million cards were 

affected.  The result was worldwide reputational damage and in December 2014, Target was 

dealt a double blow with class actions brought by financial institutions and Target’s customers 

as a result of a data breach  
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Cyber cases 

 

Reckitt Benckiser 

 
A single paper copy of a 2003 email was leaked to 

the BBC along with copy of presentations and sales 

material.  They showed the actions of some rogue 

sales people.  The BBC presented a full episode of 

Newsnight on the issue and an OFT, investigation 

followed resulting in a £10.2m fine. 

 

Because of poor data classification policies Reckitt 

Benckiser managed only to keep incriminating data 

and was unable to provide much in the way of 

evidence.  Data recovery investigations on emails 

from head office returned no results and failed to 

assist their defence.  Substantive and incriminating 

evidence going back to 1999 was found on sales 

servers that had been archived.  Had the data 

classification policy been enforced this data would 

have been deleted. 
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Cyber cases 

 

HSBC 

 
On December 22, 2008, Swiss federal police handcuffed 36-year-old Hervé Falciani, a systems specialist they 

suspected of stealing data from HSBC Private Bank (Suisse), his employer, and trying to sell it to banks in Lebanon.  

They seized his computer, searched his Geneva home and interrogated him for hours.  Then – on the condition that 

he return the next day for more questioning – they let him go. And go he did.  Renting a car, Falciani picked up his 

wife and daughter and drove straight to France.  There he began downloading vast amounts of HSBC data that he 

had stored on remote servers and that has since been causing havoc for wealthy people the world over who use 

offshore accounts to hide money from taxation: client names and account holdings as well as notes about the bank’s 

conversations with them. 

 

He presents himself as a whistleblower and has attracted wide media attention; he even ran unsuccessfully for the 

European Parliament.  Falciani’s HSBC data trove ended up first in the hands of authorities in France, which then 

indicted HSBC for illegal direct marketing to French nationals, money laundering and facilitating tax fraud. 

 

Much of the data copied should have been destroyed or been isolated when system analysts were working on it.  

The theft has cost HSBC untold amounts. 
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Cyber cases 

 

Talk Talk 

 
It appears that the Talk-Talk network breach that occurred in October 2015, (the third in the last 12 months; 

February (data breach and customer details stolen) and July (1700 emails Tiscali and Linone deactivated by Talk-

Talk breach to send scam emails)), was a well-planned two pronged attack. Whilst running a low level DDos attack 

as a distraction tactic, it is thought that and SQL injection attack was also occurring breaching the company networks 

and stealing information from the customer database. The information here was not encrypted (Talk-Talk claimed 

that they have no legal obligation to encrypt customer data), and it appears that Talk-Talks website being non-

compliant with PCI-DSS requirements, potentially leaving customers' card data accessible to cybercriminals)  
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Workshop 

 

Part 1 The laws, regulations and duty of care. 

Part 2 Audit involvement 

Part 3 Collection of evidence 

Part 4 Working through logs, what to look for 

Part 5 What did you find?  
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Questions 

 


